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AMENDMENTS TO THE CLAIMS: 

This listing of claims will replace all prior versions and listings of claims in the 
application: 

27 - 30. (Canceled) 

31 . (Currently Amended) An expansion key generation apparatus, which 
generates expansion keys based on input keys, the apparatus comprising a plurality of 
cascade-connected key transform devices, each of the key transform devices 
comprising: 

an exclusive-OR element for calculating an exclusive-OR of a constant 
determined for each of the key transform devices and a first key obtained from the 
input key; 

a nonlinear transform unit for nonlinearly transforming an output from the 
exclusive-OR element using a predetermined substitution table: 

an expansion unit for performing an expansion processing on an output from the 
nonlinear transform unit: and 

an expansion key calculation unit for calculating the expansion key based on an 
output from the expansion unit and a second key obtained from the input key, wherein 
the expansion key calculation unit performs a shifting of a predetermined number of bits 
and 

Tho expans i on koy gonorat i on apparatus accord i ng to cla i m 30, wh o r oi n tho 
oxpansion un i t shifts the output from the nonlinear transform unit to the least significant 
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bit by the nunnber of bits that is half the number of bits of the output from the nonlinear 
transform unit, or by the number of bits obtained by adding an integer multiple of the 
number of bits of the output from the nonlinear transform unit to the half number of bits. 

32. (Currently Amended) An expansion key generation apparatus, which 
generates expansion keys based on input keys, the apparatus comprising a plurality of 
cascade-connected key transform deyices. each of the key transform devices 
comprising: 

an exclusive-OR element for calculating an exclusive-OR of a constant 
determined for each of the key transform devices and a first key obtained from the 
input key: 

a nonlinear transform unit for nonlinearly transforming an output from the 
exclusive-OR element using a predetermined substitution table: 

an expansion unit for performing an expansion processing on an output from the 
nonlinear transform unit: and 

an expansion key calculation unit for calculating the expansion key based on an 
output from the expansion unit and a second key obtained from the input key, 

Th e e xpans i on k e y g e n e rat i on apparatus according to cla i m 27, wherein the 
expansion key calculation unit adds with carry-up the output from the expansion unit 
and the second key. 

33 - 39. (Canceled) 
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40. (Currently Amended) An expansion key generation program, which 
causes a computer to generate expansion keys based on input keys using a plurality of 
cascade-connected key transform deyices, the program comprising: 

program code for calculating an exclusive-OR of a constant determined for each 
of the key transform deyices and a first key obtained from the input key: 

program code for nonlinearly transforming a result of an exclusive-OR using a 
predetermined substitution table: 

program code for performing an expansion processing on a result of a nonlinear 
transform, wherein the program code for performing the expansion processing 
comprises program code for shifting a result of a nonlinear transform by a 
predetermined number of bits 

The program accord i ng to cla i m 39, whor ei n tho program codo for performing an 
e xpans i on proc e ss i ng compr i s e s program cod e for sh i ft i ng a resu l t of a non li n e ar 
transform by tho number of b i ts that is half the number of bits of a result of a nonlinear 
transform, or by the number of bits obtained by adding an integer multiple of the number 
of bits of the result of the nonlinear transform to the half number of bits[[.]]; 

program code for calculating the expansion key based on a result of expansion 
processing and a second key obtained from the input key: and 

program code for shifting the input key to a least significant bit or a most 
significant bit and inputting the shifted key to the key transform device of a next stage. 
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41 . (Currently Amended) An expansion key generation program, which 
causes a computer to generate expansion keys based on input keys using a plurality of 
cascade-connected key transform devices, the program comprising: 

program code for calculating an exclusive-OR of a constant determined for each 
of the key transform devices and a first key obtained from the input key; 

program code for noniinearlv transforming a result of an exclusive-OR using a 
predetermined substitution table: 

program code for performing an expansion processing on a result of a nonlinear 
transform: and 

program code for calculating the expansion key based on a result of expansion 
processing and a second key obtained from the input key. 

Tho program according to c l a i m 36, wherein the program code for calculating the 
expansion key comprises program code for adding with carry-up a result of an 
expansion and the second key. 

42 - 46. (Canceled) 
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